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1. Overview of multi-factor authentication

Ehime University allows for various university systems to be accessed using a
single account (username (ID, User ID), and password) issued by the university.

Although this is convenient for users, if a set of account information is somehow
stolen, it could provide an attacker with external access to Ehime University systems
and could result in serious damage both inside and outside the university. In recent
years, an increasing number of organizations are implementing multi-factor
authentication to prevent this from occurring.

Multi-factor authentication can also be used to access Microsfot365, which is used

for Office365, OneDrive and Teams etc.

[What is Multi-factor Authentication (MFA)?]

Multi-factor Authentication (MAF) is a method of preventing identity theft by
combining two or more of the three elements of authentication: knowledge
information (e.g. password), possession information (e.g. smartphone) and biometric

information (e.g. fingerprint).

[Multi-factor Authentication in Microsoft365]

In addition to your username and password, your smartphone or other device is
used to verify your identity in Microsoft365. Please set up multiple methods to avoid
tailing to verify your identity.

The following are the methods of multi-factor authentication in Microsoft365.
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@ Notifying with an app

An app on your smartphone (Microsoft Authenticator) can be used to authenticate
with an approval confirmation.
@Using an app's confirmation code or token

An app on your smartphone (Microsoft Authenticator) can be used to authenticate
with a verification code.
@Sending the code to your phone for authentication

A confirmation code will be sent by SMS to your registered phone number.
@Call to a registered phone number

You will receive a call to your registered phone number. Follow the voice guidance.
If you want to set up your office phone, please get permission from the person in

charge at the office.

2. Preparing for use (First-time access)

A mobile phone (smartphone or cellphone) or landline phone is required for
authentication. Please select the device according to your environment. After enabling
multi-factor authentication, if you access Microsoft 365 as described in "2.1" for the first

time, you will need to select "2.2".

2.1 Access to Microsoft365

* Microsoft365 can be accessed from the website of the Ehime University Center for

Information Technology. https://www.cite.ehime-u.ac.jp
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* Microsoft365 can also be accessed from the following URL.

http://www.outlook.com/ehime-u.ac.jp

The Ehime University Single Sign-on screen is displayed.
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- Enter your Ehime University account username and password (the same as your
Study Support System account) and click "# £ » 4 » ", If the number of characters
that precede “@” is 20 or more, please include “@ehime-u.ac.jp”.

2.2 Use in the smartphone app
1. Please have your smartphone ready and download and install the "Microsoft

Authenticator" app from App Store or Google Play beforehand.


http://www.outlook.com/ehime-u.ac.jp

6 Microsoft Authenticat...

Microsoft Corporation

2. Follow the steps in 2.1 to access Microsoft 365.
If this is the first time you access Microsoft365 after multi-factor authentication is
enabled, the following screen will be displayed. It will not be displayed the next time.

Click "Next".

m Sign in to Outlook x -+

<« g @ @ 1ttps://login.microso w9

4t £¢R3R-3 *C BEL% G Grammar Check Onlin... (2 idDesk for DocuWorks

=. Microsoft

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn mare

Privacy & cookies

Terms of use

3. The default authentication method is to use the free Microsoft Authenticator app. If

you have it installed on your mobile device, select Next and follow the prompts to add
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this account. If you don't have it installed there is a link provided to download it.

[f you would rather use SMS messages sent to your phone instead, select I want
to set up a different method. Microsoft 365 will ask for your mobile number,

then send you an SMS message containing a 6-digit code to verify your device.

4. The following screen will be displayed. Launch "Microsoft Authenticator" on your

smartphone and scan the image.

Configure mobile app
Complete the following steps to configure your mobile app.

1. Install the Microsoft authenticator app for Windows Phone, Andreid oriOS.
2. Inthe app, add an account and choose “Work or school account”.

3. Scan the image below.

N

I you are unable

Code: 162 37

Url:  https://mobileappcommunicator.auth.microsoft.com/mac/MobilefppCommunicator.sve/320554602

If the app displays a six-digit code, choose "MNext™.

@ neel



< Operation on Smartphone> (Example for Android)

Authenticator (] < Add account

I o~ &F Tum off battery optimization What kind of account are you 8dding?

=. Personal account
@ | < BN
y # Editaccounts Work or school account
Mict O Settings Other account (Google, Facebook,
jol : etc)
© Help

Authenticator | g Rex¥ >

\_— v

* The operation may fail if the network condition is bad. Please try again in a good
network environment.
5. A number will appear on the confirmation screen.

6. Enter the number displayed in "Microsoft Authenticator".
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7. The “Outlook on the web” screen in Microsfot365 will appear.

3. How to use multi-factor authentication

After the initial setup by "2.2", you can access Microsoft365 in the following ways. The
following is an introduction to the method for using email.

3.1 Webmail (Outlook on the web) app

1. Please have an authentication device (e.g., smartphone) ready.

2. Microsoft365 can be accessed from the website of the Ehime University Center for
Information Technology.

[Ya—tAhy ] = [EME Web £ —n ]

* Microsoft365 can also be accessed from the following URL.

[ http://www.outlook.com/ehime-u.ac.jp |



http://www.outlook.com/ehime-u.ac.jp

The Ehime University Single Sign-on screen is displayed.
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3. Enter your Ehime University account username and password (the same as your
Study Support System account) and click "# 4 ¥ 4 ~ ".If the number of characters
that precede “@” is 20 or more, please include “@ehime-u.ac.jp”.

4. A number will appear on the confirmation screen.

5. Enter the number displayed in "Microsoft Authenticator". (By default, the app is
locked by "Microsoft Authenticator" security, so please remove the lock if necessary.
Launch "Microsoft Authenticator" and select "Settings" from the top right corner. Turn

off the application lock in security.)
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@ Tap the number you see below in your Are you trying to sign in?
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Adatum Corporation

Enter the number shown to sign in.
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6. After approval, you will be connected to “Outlook on the web”.

3.2 Webmail (Outlook on the web) code

1. Please have an authentication device (e.g., a smartphone) ready.
2. Microsoft365 can be accessed from the website of the Ehime University Center for

Information Technology.
[Ya—tAy M|l =  [HREH Web £ —1)]

- Microsoft365 can also be accessed from the following URL.

[ http://www.outlook.com/ehime-u.ac.jp |

The Ehime University Single Sign-on screen is displayed.
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3. Enter your Ehime University account username and password (the same as your

Study Support System account) and click "% £ » 4 ¥ ".If the number of characters

that precede “@” is 20 or more, please include “@ehime-u.ac.jp”.

4. The "Enter code" screen will appear. You will receive a confirmation code in the SMS

of the authentication device. Enter the code and click "Verify".

Outlook

B Microsoft

Enter code

[ We texted your phone +XX J0OOXXXX14. Please
-enter the code to sign in.

Code

More information
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<SMS message to the authentication device>

L0 L Full 65% i 11:40 AM

& 248200 L

Use verification code for EiE
2 authentication.

Now

o Text message >
SMs

5. After approval, you will be connected to “Outlook on the web”.

3.3 Outlook Client (Android)

1. Please use the latest version of Android and Outlook. Depending on the model, the

set-up may not be possible.
2. Install the Outlook Android version from Google Play.

3. Tap the Outlook app.
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Outlook

Outlook

‘ GET STARTED '

4. If it's your first time, tap “Get started”. Otherwise, go to “Settings” (gear symbol),

“Add account”, and select Outlook.

5. Enter your full email address and tap "Continue”.
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13:48 =

> Add account

Enter your work or personal email address.

@live.com @msn.com @hotmail.com @outloo

S ADD GOOGLE ACCOUNT

R CREATE NEW ACCOUNT

82 sign in using the QR code on your computer

PRIVACY AND TERMS

The Ehime University Single Sign-on screen is displayed. Enter your Ehime
University account username and password (the same as your Study Support System

account) and tap "V 4 v 4 v "

6. When the authentication confirmation is displayed, tap "Approve". Once
authentication is approved, you won't need to re-authenticate for about 60 days. (For

the app authentication)

7. When you launch the Outlook app, the Office365 email screen is displayed.
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0 Inbox

(]
0
g

4. How to add a sign-in method

After setting up, you can add or change the sign-in method. Be sure to complete the
setting in advance if you want to change authentication devices.
1. Go to Microsfot365's Outlook on the web, click on Account Manager in the upper

right corner, and then click “View account”.
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2. Click “Security info”.

Ehime University

T

»/’

TG

\ Test GAKUSE

| Sign in with a different account
'

Sign ou

a9999%3%a@mails.cc.ehime-u.a..

2 overview
<>
B Organizations
L Devices

E| Privacy

Secu

These are

% Default s

Lost dewid

3. Click “Add method” to select the method you want to add.
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My Sign-Ins ~

A Overview Security info
|.Qf Security info These are the methods you use to sign into your account or reset your password.
53 Organizations Default sign-in lr{}\&hur.l: Phone - text +81 9084711814 Change
L Devices
& Privacy % Phone +810084711814 Change Delete
[=] App password Initial app password20201118220442 Delete

Lost device? Sign out everywhere

Add a method

Which method v

E

Authenticator app
Authenticator app

Alternate phone

App password

Office phone

4. Fill in the required information for each.

5. Others
5.1 Other software

Check to see if your email client software or application software supports Multi-
factor Authentication (MFA). If it does not support MFA, you will be required to enter
the application password. Depending on the software, it may not be possible to set up
MFA, so we recommend that you use a software that supports MFA, such as Webmail
(Outlook on the web) and Outlook.

Thunderbird 78.3.1 and later versions support MFA (OAuth authentication), so no
application password is required. If you are using a Thunderbird that does not support

MFA, please upgrade to the latest version. Please refer to the following page for the setup

17



procedure.
[ Mail Client Settings Manual for Mozilla Thunderbird |

https://www.cite.ehime-u.ac.jp/mail/office365-riyou/ Thunderbird-2.pdf

5.2 Cancellation procedure

If you forget or lose your phone, you will not be able to authenticate it. If there is no
other way, please contact the Center for Information Technology

(MAIL:center@dpc.ehime-u.ac.jp). Please note that the center is closed on holidays.

5.3 Important notes

- If you receive a notice requesting approval of multi-factor authentication when you
are not signed in, there is a high possibility that your Ehime University account has
been compromised by a third party, so please change your password and contact the
Center for Information Technology immediately.

- If you change your phone number or phone model, please make sure that you don't
become unable to sign in by setting up multi-factor authentication again before you
change.

- If the authentication device is lost, be sure to change the multi-factor authentication
settings to another device as soon as possible.

- Be sure to sign out if more than one user is using the system on a single computer.

- Even if you use Micrsoft365 only on campus, please make the initial settings for

multi-factor authentication.
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5.4 For reference

[ What is: Multifactor Authentication | : Microsoft

[Set up your Microsoft 365 sign-in for multi-factor authentication| : Microsoft
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https://support.microsoft.com/en-us/office/set-up-your-microsoft-365-sign-in-for-multi-factor-authentication-ace1d096-61e5-449b-a875-58eb3d74de14

